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Abstract—While confronting the global IPv4 address
exhaustion, it is important and crucial for the entire Internet
environment to smoothly upgrade to the next generation
Internet Protocol, IPv6. Due to the budget constraints, different
organizations should decide the priority of the IPv6 upgrade
among all the provided services according to the degree of the
necessity and the difficulty of the upgrade. Our idea is firstly to
upgrade external network services of governmental agencies as
the driving force of the upgrade in the country and secondly to
use cost-effective and adaptive strategies to have a seamless
transition. Therefore, in this study, we proposed a two-stage
IPv6 upgrade model to progressively execute the IPv6 upgrade
according to the defined priorities of the services of the
governmental organization. The first one, service-based survey
stage, is to find the difficulty and problems of the IPv6
deployment using a small-scale trial survey to a full-scale
survey strategy. The second one, the adaptive upgrade stage, is
to provide the adaptive upgrade support or solution for

different services according to the corresponding survey results.

Besides, 16 IPv6 supporting teams consisting of 40 university
professors and experts have been formed to help nearby
organizations in the IPv6 upgrade. In this study, the proposed
IPv6 upgrade model is successfully implemented on Taiwan
Government Network Services. Using this model, we can
cost-effectively handle the large number of network services in
the IPv6 upgrade. Up to now, the upgrading rate is much
higher than the original expected one to show the feasibility
and effectiveness of this study.

Keywords— IPv6 Upgrade Model, Service-Based Survey,
Adaptive Upgrade, Cost-Effective Strategies

Introduction

While confronting the global IPv4 address exhaustion, it
is important and crucial for the entire Internet environment
to smoothly migrate to the next generation Internet Protocol,
IPv6. [1] The last unassigned top-level address blocks of 16
million IPv4 addresses were allocated in February 2011 by
the Internet Assigned Numbers Authority (IANA) to the
five regional Internet registries (RIRs). Each RIR is

expected to continue with standard address allocation
policies until one /8 Classless Inter-Domain Routing (CIDR)
block remains. After that, only blocks of 1024 addresses
(/22) will be provided from the RIRs to alocal Internet
registry (LIR).

As of September 2012, both the Asia-Pacific Network
Information Centre (APNIC) and the Réseaux IP Européens
Network Coordination Centre (RIPE NCC) had applied the
above policy.[2][3] IPv6 is intended to replace [Pv4, which
still carries the vast majority of Internet traffic as of
2013.[4] As of February 2014, the percentage of users
reaching Google services over IPv6 surpassed 3% for the
first time.[5] Many countries have been actively made the
preparation for the IPv6 network. [6-12]

In Taiwan, the Executive Yuan approved the “IPv6
Upgrade Promotion Program” (IPv6 UP) on December 30th,
2011 to cope with the problem of the IPv4 exhaustion and to
upgrade the Internet to IPv6. The “IPv6 UP Program Office”
has been convening by the National Information and
Communications Initiative (NICI) to promote this upgrade
program in every government agency since January 30th,
2012. According to the schedule of <IPv6 UP> program,
half of the main external services such as Governmental
Service Network (GSN) infrastructure, DNS, Email, and
critical international services will be upgraded to IPv6 by
2013, and the rest of the secondary external services will be
upgraded by the end of 2015. How to efficiently promote the
IPv6 upgrade to foster the development of IP network and
relevant industries becomes an important issue.

When organizations plan to execute the IPv6 upgrade,
different organizations should decide the priority of the IPv6
upgrade among all the provided services according to the
degree of the upgrade necessity, the difficulty, and the
annual budget of the software/hardware procurements.

Our idea is firstly to upgrade external network services
of governmental agencies as the driving force of the upgrade
in the country and secondly to use cost-effective strategies to
have a seamless transition. Therefore, in this study, we
proposed a two-stage IPv6 upgrade model to progressively



execute the IPv6 upgrade according to the defined priority
of the governmental organization. The first one is
service-based survey stage, which includes six steps. The
second one is the adaptive upgrade stage, which includes
four steps.

In the service-based survey stage, we proposed the
strategy in the survey using a small-scale trial survey to a
full-scale survey strategy to find the difficulty and problems
of the IPv6 deployment. In the adaptive upgrade stage,
providing the adaptive upgrade support or solution for
different services according to the survey result is an
important part. Hence, 16 IPv6 supporting teams
consisting of 40 university professors and experts have been
formed to help nearby organizations in the IPv6 upgrade.

In this study, the proposed IPv6 upgrade model is
successfully implemented on Taiwan Government Network
Services. Using this model, we can cost-effectively handle
large numbers of network services in the IPv6 upgrade. Up
to now, the upgrading rate is much higher than the original
expected one to show the feasibility and effectiveness of this
study.

IPv6 upgrade

will be used in the data analysis and diagnosis system to
check the correctness of the surveyed data.

In the survey stage, we define and establish the Service
Availability database, as shown in Figure 2, which will be
used in the upgrade stage. In the upgrade stage, the IPv6
Upgrading Daily Log Database and IPv6 Upgrading Case
base will be established to accumulate the upgrade
experience.

Besides, we build the survey system with the Service
Availability Database for data collection, data diagnosis, and
service detection. The survey system collects the
information of external services and their corresponding
hardware and software in the Service Availability database.
The data diagnosis system will analyze the correctness and
consistency of the input data by the data comparison method
between the property of the service type and the
corresponding hardware/software using the above database.

In this study, we proposed a small-scale trial survey to a
full-scale survey strategy in the survey stage. Using this
strategy, we will easily find questions in filling out the
surveyed data of the organization. The data fields of the
Service Availability database can be appropriately modified
for the full-scale survey.

m O de l Attribute Data Type Attribute Data Type
Service Number Integer
Serial No Integer Sevisa ik i s
In this study, we proposed a two-stage IPv6 upgrade {WEB, DNS, bsaellescl s s
model to make the organization be able to progressively Service Type EMAIL, FTP, Device Type Strfng
execute the IPv6 upgrade, as shown in Figure 1. Other} s String
Service Name String Heron Simg
T y IPv6 Enabled True or False
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Pre- STAGE " STAGE' i e P Expected Year for Upgrade Integer
. Service-hased Adaptive . . p P9 Y
PIRECz=HI] Survey Stage Upgrade Stage Version String Hardware Upgrade Solution String
Establish IPv6 Upgrade Organize i Expected Year for Ungrade  Integer Software Upgrade Solution String
SOP forNetwork Services | Supporing VD Ip ng = Administrator String Administrator String
v Teams BINERS
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== | Revisethe Suvey Plan Database GeEoer IPv6 Upgrading The six steps in the survey stage are preparation, launch,
"HWj“;We I S@:\gﬁ T Case Base pre-survey trial, checking, survey, and summarization. These
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Fig. 1. IPv6 Upgrade Model

Firstly, two databases, IPv6 Enabled HW/SW and IPv6
Enabled Network Connection, are prepared in the
pre-processing of the survey. The former contains the
information of the name of the IPv6-enabled hardware/
software and their corresponding manufacturer and version.
The latter contains the information of the network
connection type and the supported ISP. These information

In the adaptive upgrade stage, providing the adaptive
upgrade support or solution for different services according
to the corresponding survey results is an important part. 16
IPv6 supporting teams consisting 40 university professors
and experts have been formed to help nearby organizations
in the IPv6 upgrade. The four steps in upgrade stage are to
organize supporting teams, to make technical training
courses for IPv6 professional cultivation, to create FAQ and
case base, and to execute progress tracking and monitoring.
In this stage, the experience of the IPv6 upgrade in different
organizations will be collected to be the IPv6 Upgrading
Case base. The IPv6 Upgrading Daily Log Database is



reported by supporting teams and can be the reference of the
IPv6 upgrade for different governmental organizations.

Survey Stage

In this study, we proposed the service-based survey as
the first stage in the IPv6 upgrade model. When a network
service is planned to be upgraded to IPv6, the network
connection, the operating system of the device, and the
application server all should be upgraded to IPv6. These
works are generally undertaken by different people. To find
out the related hardware/software in supporting a network
service is an important issue. Hence, the principle of our
strategy in this stage is to make the survey of external
network service systems and the corresponding hardware/
software.

There are six steps in this service-based survey stage.
These six steps can provide the required preparation for the
IPv6 upgrade. The detail of the action plan in this stage is
described in the following.

Stepl. Preparation: We establish 5 standard operating
procedures (SOPs) of IPv6 upgrade for DNS, WEB, Email,
FTP, Network services. An example of SOP in the upgrade
is shown in Figure 3. Besides, we establish survey data
management system including the data acquisition authoring
and on-line help tools. In this step, the technical trial is used
to verify these SOPs.

Apply the IPv6 Connection from ISP
v
Set up IPv6-Enabled Router

¥
Set up IPv6-Enabled Firewall
v
[ Set up [Pv6-Enabled Operating System ]
¥
| SetupIPv6-Enabled DNS Server ]

Fig. 3. A SOP in the upgrade of the DNS service

Step2. Launch: We make a proposal of IPv6
deployment survey plan for government agencies.

Step3. Pre-survey trial: A small scale trial survey is
applied for 6 voluntary government agencies.

There are about 20% data of survey are faulty due to the
lack of IPv6 knowledge or mistyping, so starting the survey
from small scale trial is a good approach to find out the
algorithm to solve the ill-conditioned data problems in
advance. The workflow of the data analysis and diagnosis
system is shown in Figure 4. This is used to find out the
noisy data in the service availability database.

Step4. Checking: Revise the plan according to the
feedback. This step is a technical training to test the upgrade
proposal.

Step5. Survey: The full scale survey and the data
analysis is applied in this step. There will be a large number

of survey data in network services and their corresponding
hardware/software.

Step6. Summarization: The summarized action plan
proposal will be made in this step. Although the security and
the budget allocation are the most concerned issues in the
organization, all external services of the action plan proposal
still are suggested to be upgraded in four years.

DataAnalysis / Diagnosis System

[ Checking of the External or Intemal

D

i Network Services

N/ ! :

PV Enabled Data Consistency Checking between | Senice

HIISW Service Type and Hardware/Software | Availablty

Database T SeB;?b:J\;SVW
{ Checking ofthe Domain Name of the A P

/

Service URL
[']

J

(

IPv8Enabled | Checking the Acquisition of IPv6-Enabled |

Network :
Boeiiadin Network Connection from ISP

Datahase

T8

J

.

Fig. 4. Workflow of the Data Analysis and Diagnosis System.

Upgrade Stage

In this study, we proposed the adaptive upgrade in this
stage that includes four steps. These steps focus on the
user-oriented strategy. When the organizations begin to
upgrade the network service based on the action plan
proposal, they are requested to have the IPv6 upgrading
knowledge and resource accordingly. These knowledge can
be obtained either from the interview with the supporting
experts or from the access of the IPv6 upgrading database,
such as the IPv6 Enabled Hardware/Software, IPv6 Enabled
Network Connection, Service Availability, and the IPv6
Upgrading Daily Log. Besides, the IPv6 upgrading FAQ and
the TPv6 upgrading case base can provide the important
information in the experience of the IPv6 upgrading. The
supporting resource of the IPv6 upgrade for different
organizations is shown in Figure 5.

The detail of the adaptive upgrade stage is described in
the following.

Stepl. Organize 16 supporting teams:

The supporting teams can provide the technical support
for the upgrade of services. They also can help organizations
to correct the survey data of services. Besides, they can take
in charge in cleansing the survey data, building up the IPv6
upgrading daily log database, and IPv6 upgrading case base.

Step2. Technical training courses for IPv6 professional
cultivation:



The IPv6 technical training is conducted for IPv6
professional cultivation in governmental organizations. Most
of government IT staffs are happy to be involved in the IPv6
UP Program and eager for the technical supports and
training.

I------__---------
= | I
IPv6
Upgrading

Service Availabilty | | |
Database | |

Service, HW/SW

|Pv6 Enabled
HW/SW

|
|
|
|
|
|
|
|
|
|
|

Upgrading
Case base

IPv6 Enabled
Network Connection

Bt

IPv6 Upgrading
Daily Log
Database |

Database
Gateway

Fig. 5. Supporting governmental

organizations

resource of IPv6 upgrade for

Step3. Create FAQ and Case base:

The data standardization can be created in the IPv6
upgrade guide as a reference to the different organizations.

Step4. progress tracking and monitoring:

The upgrade progress will be tracked and monitored by
the detecting system.

Experimental
Results

In this study, the proposed IPv6 upgrade model has been
implemented in Taiwan governmental agencies since 2012.
The goal is expected to upgrade a half of the external
network services such as Governmental Service Network
(GSN) infrastructure, DNS, Email, and critical international
services to IPv6 by 2013, and the rest of the external
services by the end of 2015.

In the first stage, 5,212 services have been surveyed in
the first half of 2012. Based on the proposed data analysis
and diagnosis system, some noisy data of the surveyed
services in the Service Availability database are updated.
The total number of the surveyed services have been
decreased from 5,212 to 4,969, where 501 services have
been deleted, 412 services have been added, 120 services
have been corrected, and 154 service types have been
changed from the external to the internal.

Hence, the survey result of the expected IPv6 ready for
service systems is shown in Figure 6. In the total 4,969
services in Taiwan governmental agencies, 67% services are

Epporiing
Teams

planned to be upgraded by 2013, and 98% services to be

upgraded by 2015.

In these surveyed services, the statistics of the
distribution of surveyed WWW, Email, and DNS server
systems are shown in Figure 7, 8, and 9, respectively. The
more usage of the server system, the more training courses
needed in the IPv6 upgrade for the technical staff of the
governmental agencies. 23 training courses of IPv6
upgrading for government employees and technical workers
were held in 2013. These courses were welcome by 1,142
participants who finished the training program. Besides,
information of the IPv6 Enabled Hardware/Software
database can be used to support the solution of the
IPv6-enabled version of the server system.

In the upgrade stage, the tracking and monitoring of the
upgraded service has been implemented. The number of
upgraded services is dynamically updated every day to keep
the latest upgrading information. 3,956 services had been
upgraded till June 2014 in the upgrade stage. The upgrading
rate, 79.6%, is much higher than the original expected one to
show the feasibility and effectiveness of this study.

Upgrade percentage by year
TWPEOf e Emal DNS FTP OtherTotal o " aety
Service Web Emall DNS FTP Other Total
Already 158 3 41 0 2 124 2.8% 0.5% 2.1% 4.0% 2.5%
Ready
Year2012 203 36 47 0 1 287 8% 7% 11% 6% 8%

Year 2013 2,143 385

Year2014 385 &7 35 2 3 482 73% 85% 89% 64% 36% 7

Year2015 894 73 51 10 19 1,047 98% 98% 99% 100% 94% 9

Year2016 69 10 7 0 3

N 3,802 564 525 28 504,969

374 16 22|2,940| 65% 75% 82% 57% 50‘J

7%

8%

89 100% 100% 100% 100% 100%}100%

Fig. 6. Expected IPv6 ready for service systems.

Server System Quantity Percentage
1 1156 1463 42%
2 Apache 820 23%
3 1S7 587 17%
4 1185 223 6.3%
S Tomcat 128 3.6%
6 Oracle Web Server 92 2.6%
7 WebSphere 61 1.7%
8 JBoss 29 0.8%
9 Sunweb 27 0.8%
10 TrendMicro 17 0.5%

Fig. 7. Statistics of WWW Server systems distribution
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1 11S6 1463 42%
2 Apache 820 23%
3 1s7 587 17%
4 1185 223 6.3%
5 Tomcat 128 3.6%
6 Oracle Web Server 92 2.6%
7 WebSphere 61 1.7%
8 JBoss 29 0.8%
€ Sunweb 2 0.8%
10 TrendMicro 17 0.5%

Fig. 8. Statistics of Email Server systems distribution

Server System Quantity Percentage

1 11S6 1463 42%
2 Apache 820 23%
3 1s7 587 17%
4 1185 223 6.3%
< Tomcat 128 3.6%
6 Oracle Web Server 92 2.6%
b WebSphere 61 1.7%
8 JBoss 29 0.8%
9 Sunweb 27 0.8%
10 TrendMicro 17 0.5%

Fig. 9. Statistics of DNS Server systems distribution

The upgraded external network services include Web,
Email, DNS, and FTP. The categorization of IPv6 upgraded
services in the end of June 2014 is shown in Figure 10.

Besides, in the achievement of the driving force of the
IPv6 upgrade from governmental agencies, there were
accumulated 256 Information and Communication
Technology (ICT) products from Taiwan approved by IPv6
Ready Phase-2 Gold Logo, including 63 products approved
in 2013, 6 product approved in 2014. Taiwan is ranked
world No.2.

Upgraded Service Web Email DNS FTP  Other Total

Year 2012 30 6 16 0 6 58

Year2013 2,853 351 349 12 8 3,573

Year 2014 240 47 36 2 0 325
Total 3,123 404 401 14 14 3,956

Fig. 10. Categorization of Upgraded Sevices

Conclusions

In this study, we proposed a two-stage IPv6 upgrade
model that includes the service-based survey stage and
adaptive upgrade stage to progressively execute the IPv6
upgrade according to the defined priority of the
governmental organization.

Our idea is firstly to upgrade external network services
of governmental agencies as the driving force of the upgrade
in the country and secondly to use cost-effective strategies to
have a seamless transition. In the service-based survey stage,
we proposed using a small-scale trial survey to a full-scale
strategy to find the difficulty and problems of the IPv6
deployment. In the adaptive upgrade stage, providing the
adaptive solution for different services is an important part.

16 IPv6 supporting teams have been formed to help nearby
organizations in the IPv6 upgrade.

In this study, the achievement of the driving force of the
IPv6 upgrade from governmental agencies is shown in the
number of ICT products from Taiwan approved by IPv6
Ready Phase-2 Gold Logo. Taiwan is ranked world No.2.

Besides, the proposed IPv6 upgrade model is
successfully implemented on Taiwan Government Network
Services. 4,969 external services need to be upgraded to
IPv6 in governmental agencies. Till June 2014, 3,956
services had been upgraded. Using this model, we handle the
large number of network services in the IPv6 upgrade. The
upgrading rate, 79.6%, is much higher than the original
expected one to show the feasibility and effectiveness of this
study.
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